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While the concept of backing up and archiving data pertains to any PC user, it becomes increasingly
important to embrace such methods and technologies especially when supporting a business

environment.

ackup applications are no stranger to larger

companies and the lack of such a plan is

more commonly seen with the smaller to

mid-sized businesses. I alone have a long
history of salvaging data from failing hard disk drives
(hereafter, HDD) during my consultations; and when I
approach the owners and IT personnel of the company
regarding their synchronization and archival methods, I
am usually informed that they do not exist within their in-
frastructure. So what were to happen if those data contents
were not salvageable and the HDD was failed beyond any
data recognition? Life moves on, but it can be difficult to
pick up some of those pieces or what is left of them. Face
it, computers can fail. Hard drive failures are a thing of
reality and extremely common; not to say that any one
brand is better than the other. They can come out of the
factory with manufacturing defects or are stressed over
method(s) of usage, to the point of failure. Software and
operating systems can crash to a point beyond recovery.
That is why it is always necessary to have a plan. In an
event of failure, you will still have your most valuable
data, restore it and pick up where you left off.
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Define Your Requirements
Before you deploy a plan, you must first define your re-

quirements. In most cases the ideal backup solution needs
to be simple, easy to set up/use and fully automated with
as little user interaction as possible. Note that I am saying
automated for a reason. The problem(s) with backups per-
formed manually is that we are all human and are prone to
human errors such as forgetting to initiate the process at
an appropriately scheduled time/date or we will procrasti-
nate until it is too late.

You are going to need to define what you wish to
backup and archive. You will need to generate a list to
prioritize what data is most important:

* Files — documents, spreadsheets, e-mail, financial
data, etc.

»  Personal Settings — settings for application configura-
tion, i.e. desktop, web browser, e-mail client, etc.

* System Settings — pretty much everything in the /etc
directory.

* Installed Software (and more) — Firefox, OpenOffice,
etc.



How do we want to backup and archive this
information: To a local network attached storage
(NAS) solution or somewhere else? Maybe a
removable drive. [s portability a necessity? How
about speed, cost and capacity? How many
computers are going to be configured into this
backup plan? Are they all within the same loca-
tion and networked? In the following sections, |
go through some basic approaches and applica-
tions which can be used to ensure that you will
be protected most if not all the time.

Some Basic Approaches

One of the easiest commands to use for
synchronizing directories iS rsync (man 1
rsync). rsync is a simple and yet effective
tool that can be used to synchronize data
from one directory to a remote server, like
an NFS/FTP exported directory, or even a
locally attached USB storage drive. This
command can be invoked by the following
command line shell:

petros@debian5:~$ sudo rsync -av /mnt/

important/ /media/disk/

The a option sets the executed binary to ar-
chive mode. What this means is that it will
recursively synchronize links, file permis-

sions (to groups and owners), and modifica-
tion times of all files from the specified path.
The v option enables the verbose execution
mode. If you want to delete files in the desti-
nation directory that may have once existed
but have since been deleted in the source di-
rectory, you can use rsync with the --delete
option (see Listing 1 and Listing 2).

This command can be customized in
a shell script so that you would not have to
remember its exact invocation. You can then
create an entry in the crontab (man 1 crontab
and man 5 crontab) with a scheduled time to
run the scripted job. cron can be configured
to run hourly, daily, weekly or monthly. Find
the most convenient time for the hosting
server or desktop node. If it is a business
computer, it could be scheduled during the
evening(s) or over a weekend.

One of the best features of the rsync tool is
that it does incremental backups. That means
it will only update changes found in the speci-
fied paths. This knocks down the tediousness
and time consumption found in copying every
single file, one-by-one. An Internet search will
also find that rsync can be used as an efficient
snapshot tool. The snapshot method provides
the ability to create an exact copy of a set of
files and/or directories marked from a specific
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time stamp in the past. If you need to revert to a
specific point in time, you can go to the appro-
priate snapshot and retrieve the desired file(s).
Using rsync and with a little time and effort
you can have yourself an extremely advanced
archival system. Then again, not everyone has
the know how and time to invest for such a
solution. Which is why it can be more advanta-
geous to seek a graphical tool instead.

Simple Backup Suite

There are some distributions that provide their
own backup tools. For instance, Ubuntu has
made its Simple Backup Suite freely avail-
able. Using the graphical Synaptic utility or
the command-line aptitude, install sbackup.

petros@ubuntu0904:~$ sudo apt-get
install sbackup

Navigating to System>Administration>Sim
ple Backup Conyg and System>Administra
tion>Simple Backup Restore will bring up
the graphical interfaces for both the backup
configuration tool and the related backup
restoration tool.

The interface for the configuration tool is
extremely user friendly and very intuitive. For
first time or basic users, the utility defaults to

Listing 1. Invoking an initial rsync

sending incremental file list
./

rxd/

rxd/Makefile

rxd/README. txt

rxd/rxd.c

rxd/rxio.c

total size is 8506 speedup is 0.96

sending incremental file list
./

test.doc

rxd/

deleting rxd/README.txt

total size is 25213 speedup is 1.36

petros@debian5:~/rxd$ sudo rsync -av /mnt/important/ /mnt/disk/

sent 8784 bytes received 95 bytes 17758.00 bytes/sec

Listing 2. Invoking an rsync after a file deletion and addition

petros@debian5:~/rxd$ sudo rm -f /mnt/important/rxd/README.txt

petros@debian5:/mnt/important$ sudo rsync -av --delete /mnt/important/ /mnt/disk/

sent 18450 bytes received 38 bytes 36976.00 bytes/sec
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a recommended set of configurations. By de-
fault, the application is set to archive the /var,
/home, /usr/local and /etc directories to the
destination /var/backup. This can be cus-
tomized as you navigate through the tabbed
interface and step through the configuration
making modifications where needed. For
instance under the Destination tab you can
specify any other folder or device to even a

B Backup Properties

O Use recommended backup settings
Do standard backups.

all user files, fetc, fusr/local and /var.

excluded.

() Use custom backup settings
next pages of this dialog.

@® Manual backups only

prevent doing manual backups.

General [lnclude Exclude Destination ETime |Purging

Defaults: daily incremental and weekly full backup to /var/backup of

Multimedia files, temporary files and files larger than 100 Mb are
Do backups according to the settings defined on the

Do not backup your data automatically. Note: this does not

remote server (via ssh or ftp) for the backup's
destination. Under the Time tab you can set a
scheduled time for the backups to occur; that
is, hourly, daily, weekly or monthly and at a
specific day and time. Note that the applica-
tion defaults to manual backups and manual
backups are initiated when the Backup but-
ton is pressed. Whether using the manual or
automated methods, the utility will execute a

x|

€ About

| 3% Backup Now! ‘ \L——m]li ‘

Figure 1. Simple Backup Configuration Tool

Restore files/directories

Restore Source Folder

@® Use default:
() Use custom:

fvar/backup

Available backups:

2009-10-11_08.03.07.043435.petros-laptop.ful v

Files and Folders to restore

-

examples.desktop

Public

.vboxclient-clipboard.pid

Videos

.gksu.lock

Desktop

Documents

.bash_history

.vboxclient-autoresize.pid
| .recentlv-used.xbel
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~

| | 1

| [

‘ |4 Restore H Enestore As... ” Qiose ‘

Figure 2. Simple Backup Restore Tool
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daemon running in the background to do the
archive. You are prompted with a dialog box
informing you of the action.

The restore tool is just as user friendly as
the configuration tool. When loaded you will
need to navigate to the appropriate backup
directory where the application will scan for
any existing backup files. If/when found, you
will need to select the archived backup and
then restore any necessary file(s) or folder(s).
The best part of this tool is with the feature
to traverse through any directory and restore
one or more individual files nested in those
directories. When completed and navigat-
ing your desktop via Nautilus or any other
file manager, you will find that those files or
folders have been restored.

Bacula

Bacula is a popular open source tool that works
with a mySQL, PostgreSQL or SQLite back
end database. It is intended for larger business-
es in that it gives the administrator full control
of backups, restorations and data verifications
across a heterogeneous network (Linux, UNIX
and Windows). It is also configured for easy
local or remote administration and monitoring
across a locally installed graphical and console-
based administration tool or through a just as
elegant web interface.

While Bacula can run on top of a single
computer, it is primarily intended for a net-
worked (server/client) environment consist-
ing of multiple computers and should really
be used as such. Bacula is a relatively easy
to use and efficient solution. It offers a lot
of advanced features that make it easy to
recover from lost or damaged files. The best
part of Bacula is that it is scalable and can
grow from a single computer environment
to one consisting of hundreds of networked
computers. Just like any other backup tool,
Bacula can backup to various types of media,
including tape or disk.

Amanda

Similar to Bacula, Amanda (the Advanced
Maryland Automatic Network Disk Archiver)
is another great tool for backups across a
network. It is licensed under the BSD open
source license. Amanda uses a server-client
model across a LAN and is typically config-
ured as a master server to backup multiple
hosts to a single large capacity tape drive, hard
disk drive or optical media. One way in which
Amanda differs from Bacula is that it takes
advantage of the native UNIX/Linux dump
and GNU tar binaries for its backup tasks;
which is why it requires either Samba or Cyg-



win to backup Microsoft Windows desktops
and servers. Although Zmanda, a company
offering cloud storage services based on the
Amanda toolkit and sponsoring the develop-
ment of the Amanda project, offers their own
native Windows client (Zmanda Windows Cli-
ent) that will work with Amanda.

The installation and configuration of
Amanda is not as straight forward as the pre-
vious applications. This application requires
a lot of time to be able to set up properly for
your environment. It is managed from the
command line and the main binary used is
one called amadmin. You will also need to
manually modify multiple files such as the
amanda. conf file along with the crontab for
automated jobs.

Additional Backup Solutions
While I only mention a few tools with detail,
other solutions exist and are made available
for Linux. For instance, there is mondorescue
and Areca Backup, among others; which are
freely available under their respective open
source licenses. For a cost, Symantec offers a
commercial grade enterprise class application
called NetBackup. This backup solution suite
is also offered with Symantec support and ac-
companied with key features such as a single
administration platform to manage, protect
and recover data from multiple locations
and across any supported operating system;
it includes data deduplication and snapshot
methods for data protection; and can be inte-
grated to run in/on/with virtual environments,
databases, critical applications, etc.

Cloud-based Solutions

There are certain situations in which the
most optimal and affordable solution is an
on-line one. There exists various services on
the Internet designed for multiple operating
system synchronization. One such solution is
Zmanda. Zmanda offers open source backup
solutions intended for personal to enterprise
usage. The catch is, it costs money. You can
pay an annual subscription on a per client
basis. One major advantage is that you will be
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Resources

*  www.amanda.org/

*  www.bacula.org

* help.ubuntu.com/community/
BackupYourSystem/SimpleBackup
Suite

* www.zmanda.com

able to access your data from any node with
an Internet connection. As I mentioned earlier,
Zmanda is an active sponsor of the Amanda
project which in turn is licensed under a BSD
license. Zmanda utilizes a customized version
of the Amanda core in their services.

Pushing your backup efforts toward the
cloud will help reduce costs in hosting. As
an IT administrator you will find yourself
saving money and time without having to
acquire and manage a redundant solution.
Companies as Zmanda ensure data protec-
tion and full redundancy of the data contents.
This means that in their data centers, they
employ their own rack mountable storage
servers and storage arrays using RAID meth-
ods accessible over multipathed connections
for redundancy. Some of the companies may
also mirror the data contents across multiple
locations so that if one were to go off-line,
another could be brought on-line and made
available almost immediately.

A couple of other companies providing
file backup and sharing solutions include
DropBox and Canonical’s Ubuntu One.

Conclusion
No matter what solution is desired, it is always
imperative to have a backup solution. Disasters
will occur and you will need to be able to re-
cover if you cannot afford to lose it all. The best
part of most of these solutions is that they are
freely available and with a little time and effort
can be customized to truly fit your needs. One
thing to note is that while some solution(s) may
be free, it may end up costing you more than
you bargained for if any support is needed.
Cost will always be a defining factor when
any solution is deployed in any environment.
Evaluate your current infrastructure. How
many computers will you need to synchronize?
Do you have the talent to be able to install the
solution effectively and in a currently active
infrastructure while being able to manage it?
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